
A Rule Based Publish/Subscribe Context
Dissemination Middleware

Guido Gehlen, Fahad Aijaz, Muhammad Sajjad, Bernhard Walke
RWTH Aachen University, Faculty 6

Communication Networks
Kopernikusstr. 16, 52074 Aachen

{guge, fah}@comnets.rwth-aachen.de

Abstract— Context information is vital data coming from
mobile devices to add a value for the application execution. Such
applications are called context-aware or context-sensitive appli-
cations. To enable context-aware applications in a distributed
environment, first the context raw data is measured from sensors.
After interpreting and structuring the data, the context objects
have to be disseminated all over the distributed system.

This paper introduces a context dissemination middleware
based on a mobile Web Service framework. It eases the develop-
ment of context aware applications by providing an abstraction
layer hiding complex protocols. In addition, the protocols are
optimized in terms of reducing latencies and network load. More-
over, to provide observation (monitoring) service of arbitrary
context information, a rule description (policy) language has been
designed, developed and structured. Web services eventing has
been implemented for sending event notifications. The architec-
ture and a prototypical implementation of the context middleware
is presented in detail.

I. INTRODUCTION

Mobile Applications are applications on mobile devices
connected by mobile communication systems. Enabling mo-
bile applications to be aware of their context (context aware
applications), adds a tremendous value to them, and added
value for their users.

These applications provide their clients a customized and
personalized behavior to better suit the need of the users
and their tasks. The efficient realization of such applications
becomes challenging when the limited resources of mobile
systems and devices are taken under consideration. Moreover,
the development effort and time increases due to involvement
of two distinct kinds of application developers; one which
deals with various sensor systems using different connectors
and protocols, the other that deals with communication proto-
cols and network programming.

Bottleneck
Context Data

Receiver

Limited Mobile 
Resources

Fig. 1. Context Queuing in Limited Resource Network

Since the application developers seek enhanced program-
ming efficiency with simplified environment, a middleware

framework is proposed and realized which hides the com-
plexity of the system and provides an API to the application
programmer. In general, the middleware is a software layer
between the communication protocols and applications.

The proposed middleware is based on the concept of the
Service Oriented Architecture (SOA) and is implemented
using XML Web Services technologies for mobile devices. A
significant objective of the middleware is the minimization of
the communication load and the associated costs of the service
user. This paper focuses on the concept and implementation
of the proposed middleware to provide flexible automated
monitoring of context information.

II. RELATED WORK

The advancements in distributed and ubiquitous computing
increased the interest of research communities towards context
awareness. Within dynamic and ad-hoc mobile environments,
the applications running on mobile devices are developed to
be aware of their context. The research is not only limited to
mobile devices, but also takes smart artifacts into considera-
tion.

In [1], a research on how context awareness in mobile de-
vices can be facilitated is conducted. Specifically, the research
focus involves smart devices and artifacts that put computing
as their secondary purpose. Within this research, a multi-
sensor context-awareness approach is proposed as an alterna-
tive towards context-aware mobile devices. In this approach,
a collection of diverse and simple sensors have been used
by replacing a single powerful sensor, and later the context
is derived from multi-sensor data. Several device prototypes
have been developed that includes an awareness module for
augmentation of a mobile phone, the Mediacup exemplifying
context-enabled everyday artifacts, and the Smart-Its platform
for context-aware mobile devices. The prototypes have been
explored in various applications to validate the multi-sensor
approach towards context-awareness.

Efficiently routing the event notifications to the subscriber is
vital in context-aware systems when it come to mobile nodes.
The work done in [2] focuses on an optimal construction of
publish/subscribe tree for routing the subscription messages
in wireless and ad-hoc environment where nodes cooperate
to deliver events from publisher to the subscribers. A new



optimal criteria metric has been proposed to measure how
efficiently a publish/subscribe tree can transmit subscription
events to their destinations. Based on the proposed metric, an
efficient publish/subscribe tree construction algorithm has also
been presented and evaluated.

CARISMA; a mobile computing middleware, has been
introduced in [3], that utilizes the principle of reflection in
the development of context-ware and adaptive applications
for mobile devices. It also provides support to application
developers based on policies.

III. CONTEXT AWARENESS

Context awareness enhances the application behavior to be
more customized and personalized for their users. For such
context aware applications running on mobile devices, it is
vital to deal with the dynamically changing environments and
to efficiently exploit the context information within limited
resources of the device and mobile communication system.
Context information for an application is every thing that could
change the behavior of the application, like the location, user
preferences, environment or properties of connectivity [4].

The proposed middleware provide the base functionalities
for mobile devices to publish their context information, and
in addition subscribe to the context information published
by their mobile peers. The mobile peers are able to send
notifications to the subscribed devices for context changes.

A. Context Dissemination

Context dissemination can be defined as to how context
data can be distributed among interested clients from context
sources (Context Providers). One method is to collect the
sensor data at a central database and make it available to the
interested clients (Context Requestors), or it can directly be
published to the them.
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Fig. 2. Context Dissemination

Context dissemination is vital to enable context-aware appli-
cations in a distributed environment and requires various steps.
First, the context raw data is measured from the sensors. After

interpreting and structuring the data, the context objects have
to be disseminated all over the distributed system. It is pro-
posed in [5], [4] not to simply collect the context information
coming from different devices at a central context database,
but to leave the responsibility of saving and interpreting the
data to the context provider itself. Mapping this Peer-to-Peer
(P2P) approach to SOA, each content provider offers services
to other devices.

In this context dissemination middleware a Monitor ser-
vice is proposed for each context provider. It reduces the
communication amount between devices and decreases the
reaction time according to the context changes. A content/rule-
based publish/subscribe paradigm is adapted for the context
dissemination middleware. Figure 3 illustrates the context
dissemination scenario for this work.
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Fig. 3. Context Dissemination with Publish/Subscribe

The existing Web Services middleware [5], [4], [6] is
extended in order to enable the rule based observation (mon-
itoring) of arbitrary context information conforming to WS-
Eventing [7]. To enable this approach, a rule descriptions
(policy) language is designed and developed. The context in-
formation is structured using XML Schema Document (XSD)
and the rule description are able to reference this context
information. The communication between context requester
and context provider is realized by the publish/subscribe
paradigm.

The two distinct roles, the context requestor (CR) and the
context provider (CP) interact with each other in order to pro-
vide and consume the hosted services. Figure 4 represents the
Publish/Subscribe components in relation to the middleware.

The CP publishes (or cancels) the context data to the context
broker (CB). The CR searches the CB for the published context
data of its interest. Then the CR creates rule(s) on the basis
of provided context data from CB. The CR then subscribes
the rule(s) to the CP. When the rule(s) is fulfilled then a
notification is sent to the CR.

IV. SYSTEM ARCHITECTURE

The context middleware architecture is based on the SOA
and uses Web Service technologies for realization. The ob-
servation (monitoring) services consist of service components
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Fig. 4. Publish/Subscribe Paradigm

which are based on WS-Eventing [7]. These service compo-
nents are Subscribe, Unsubscribe, GetStatus and Renew At the
client side, proxies of these services exist and the client can
receive the notifications through a notification service.

Figure 5 depicts the system architecture for distributed
context devices. Initially, the context information from sensors
is collected in the local database. The application publishes the
context information to the broker and registers it to the context
middleware of each device. Then from either the central device
or the client, rules will be subscribed via Proxy and Observer
services to the devices. Notification is sent when a rule is
fulfilled via a notification proxy.

Fig. 5. System Architecture for Distributed Devices

A. Publish/Subscribe using WS-Eventing

WS-Eventing [7] describes a protocol that allows Web
Services to subscribe to or accept subscription for event
notification messages. It defines the functions to subscribe,
unsubscribe, get status, define the expiry time of subscription
and allow its renewal, manage subscriptions, select mode of
message/notification sent to the consumer, support complex
eventing topologies and to support enhancement of complex
and undefined subscription scenarios.

The context middleware utilizes the WS-Eventing prop-
erties to manage subscriptions and notifications. Therefore,
the clients are able to subscribe to the context information

published by their peer(s) and later customize it as required.
Figure 6 depicts the WS-Eventing components in relation to
the publish/subscribe paradigm and the functions that WS-
Eventing offers.
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Fig. 6. WS-Eventing

In order to elaborate the concept, figure 7 shows the
constructed SOAP envelope, conforming to WS-Eventing and
WS-Addressing [8] that aims to invoke the subscribe service
at the SOAP server [6].

This SOAP request subscribes the client according to the
rule specified within the envelope in order to receive event
notifications. In response to the subscription service, the
client receives subscription response from the server which
is illustrated in figure 8.

B. Context Data Structure and maintenance

Since there is no common understanding about context data,
the structure of the context data is as generic to support
arbitrary applications, but that standarized in order to enable
a rule evaluation. Important for the application developers is
that the context data provides properties like unit and update
frequeny of the sensor. The rule evalution takes these values
into account and avoids unnecessary data transmissions.

This circular queue maintains the current context element
as well as the context element history. The size of the circular
queue is provided by the application developer and depends
upon the update frequency of the context data and memory
of the mobile device. Larger queue is best suited for the
applications requiring frequent updates of context information.
However, it is critical to adjust the size of the queue in a
way that the memory of the mobile device can be utilized
efficiently.

As depicted in figure 9, a general context element may have
several required or optional attributes to define the context
data. These attributes can be:

• A unique name of a single context data. It is a required
attribute.

• The frequency with which context data is updated. It is
a required attribute.

• The time stamp at which context data is updated. It is a
required attribute.



<SOAP-ENV:Envelope
xmlns:SOAP-ENV="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing"
xmlns:wse="http://schemas.xmlsoap.org/ws/2004/08/eventing">
<SOAP-ENV:Header>

<wsa:Action>
http://schemas.xmlsoap.org/ws/2004/08/eventing/Subscribe

</wsa:Action>
<wsa:MessageID>

uuid:d7c5726b-de29-4313-b4d4-b3425b200839
</wsa:MessageID>
<wsa:ReplyTo>

<wsa:Address>
http://www.comnets.rwth-aachen.de:8080/soaprpc

</wsa:Address>
</wsa:ReplyTo>
<wsa:To>

http://www.comnets.rwth-aachen.de:9090/soaprpc
</wsa:To>
</SOAP-ENV:Header>
<SOAP-ENV:Body>

<wse:Subscribe>
<wse:EndTo>

<wsa:Address>
http://www.comnets.rwth-aachen.de:8080/soaprpc

</wsa:Address>
</wse:EndTo>
<wse:Delivery>

<wse:NotifyTo>
<wsa:Address>

http://www.comnets.rwth-aachen.de:8080/notify
</wsa:Address>

</wse:NotifyTo>
</wse:Delivery>
<wse:Expires>

2006-06-30T21:07:00.000-08:00
</wse:Expires>
<wse:Filter><!-- Rule XML --></wse:Filter>

</wse:Subscribe>
</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

Fig. 7. WS-Eventing Subscribe Request

<SOAP-ENV:Envelope
xmlns:SOAP-ENV="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing"
xmlns:wse="http://schemas.xmlsoap.org/ws/2004/08/eventing">
<SOAP-ENV:Header>

<wsa:Action>
http://schemas.xmlsoap.org/.../eventing/SubscribeResponse

</wsa:Action>
<wsa:RelatesTo>

uuid:d7c5726b-de29-4313-b4d4-b3425b200839
</wsa:RelatesTo>
<wsa:To>

http://www.comnets.rwth-aachen.de:8080/soaprpc
</wsa:To>

</SOAP-ENV:Header>
<SOAP-ENV:Body>

<wse:SubscribeResponse>
<wse:SubscriptionManager>

<wsa:Address>
http://www.comnets.rwth-aachen.de:9090/soaprpc

</wsa:Address>
</wse:SubscriptionManager>
<wse:Expires>P0Y0M0DT30H0M0S</wse:Expires>

</wse:SubscribeResponse>
</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

Fig. 8. WS-Eventing Subscribe Response
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Fig. 9. Context Data Structure

• A possible deviation from the actual value. This informa-
tion is provided by the application.

• One or more values of context parameters (e.g. blood
pressure has two values: high and low).

Moreover, the context dissemination middleware notifies
the subscribed clients by sending notification messages. The
notification can be any message since there is no format
specified for notifications in the WS-Eventing. It is send as
a SOAP envelop to the notify address specified in the sub-
scription. Therefore, in order to maintain format consistency
among notifications, these notification messages conforms to
the designed notification XML schema that describes the
standard format of notifications that should be send to the
client(s).

C. Rule Language

Since the clients subscribe the rule to the provider, there is
a need to find a standard rule language for the subscription
rule format. Due to the limitation of the mobile devices a
simple and more effective rule language needs to be designed.
Therefore, based on the standard approach of XML Schemas,
a rule language has been designed that facilitates the clients to
easily generate the subscribe rule. Furthermore, the designed
rule language also provides the context middleware with a
checkpoint to validate the subscribed rule before any further
processing takes place.

As depicted in the figure 10, the rule language has a base
element <rule>, which in turn contains two main child
elements Action <action> and Condition <condbase>.

Furthermore, the rule priority can be specified within the
rule by the <priority> element. With this requirement, the
rules can be evaluated based on their priority. This requirement
can be vital for critical applications.

1) <action> Element: Referring to figure 10, the
<action> element in the rule language represents the ac-
tion which takes place when some condition is fulfilled.
It is defined as a complex type in the rule language
XML Schema. The <action> element, in addition, has 4
child elements: Notification frequency (<NotFreq>), Warn-
ing message (<wMsg>), Priority (<priority>) and Send
(<send>).

The <NotFreq> is of type positive integer and its unit is
evaluation frequency, that is, how many time the rule shall be
evaluated. The evaluation frequency will be specified by the
application and its value will be published to the subscriber.
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Fig. 10. Rule Language

The default value is set to one. Within the rule langauge
the warning messages can be defined using the <wMsg>
element to perform preventive monitoring, that is, to alert the
subscribed client about any possible danger or deadline. In the
<priority> element, the subscriber specifies the priority of
the rule. The possible values of the priority element are “high”,
“medium”, and “low”. Moreover, the <send> element is used
to specify the requested context data and possibly its history.
The subscriber can request for one or more context datum.
The history could vary in types e.g., of time or of quantity.

2) <condbase> Element: Depicted in figure 10, this
element is used to specify the conditional structure within the
rule language. A condition can be a simple condition or a
complex condition. A simple condition is a relational condition
and consists of two operands, <oprnd1> and <oprnd2>,
either of which can be a constant value, fuzzy value or a
context data parameter value. The <opr>, in addition is
one relational operator that identifies the type of comparison
(<,>, =, !=, <=, >=).

A complex condition is formed by using simple condi-
tions as operands with logical operators i.e. AND or OR.
<condbase> can have a single condition (<cond>), an
AND or an OR logical operator, or it may have a set of
multiple conditions under the logical operators. A <cond> is
evaluated to a boolean value. The <condbase> element is
evaluated from bottom to top. If the <codebase> evaluates
to true, then <action> is performed.

In order to elaborate the notion, figure 11 depicts an example
of a subscribe rule.

<rule id=‘‘1’’
xmlns:xsi=http://comnets.rwth-aachen.de/XMLSchema/ContextRule>
<action>

<notFrq>5</notFrq>
<wMsg>Please take care.</wMsg>
<priority>high</priority>
<send>

<contextData name="heartrate">
<history type="numbers">4</history>

</contextData>
<contextData name="bloodpressure">

<history type="seconds">600</history>
</contextData>
<contextData name="GPSLocation"/>

</send>
</action>
<condbase>

<and>
<or>

<cond>
<opr>greater</opr>
<oprnd1 type=‘‘object’’>heartrate</oprnd1>
<oprnd2>120</oprnd2>

</cond>
<cond>

<opr>lower</opr>
<oprnd1 type=‘‘object’’>heartrate</oprnd1>
<oprnd2>50</oprnd2>

</cond>
</or>

</and>
</condbase>

</rule>

Fig. 11. Rule Language Example

V. PROTOTYPE IMPLEMENTATION

A. Adapted Technology

Since J2ME is widely installed on consumer devices and it
is optimized for the limited resource devices, therefore it has
been used to implement the context dissemination middleware.



In addition, kSOAP1; an open source API for SOAP messages
is used. It is based on kXML2 and is specially designed for
J2ME enabled devices. kXML is light weight open source
API to parse the XML document. It uses the standard XML
parsing techniques for manipulating the XML document and
specially designed for the J2ME enabled devices. The parser
understands the data type information in a SOAP message and
translates the SOAP message into the Java data objects.

B. Implementation Architecture

The context dissemination middleware implementation re-
volves around various components. These components are
illustrated in the figure 12.
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Fig. 12. Context Middleware Architecture

The application layer communicates with the middleware
via a component called the Data Manager to register the
context data and provides the reference of the context data
to the middleware. The Observer component listens for the
subscriptions and receives the subscriptions from the lower
layer (SOAP server [6]) over UDP or HTTP protocol.

The Subscribe service verifies the subscribed rule by invok-
ing the verify method of the Rule Parser. It also checks the
validity of the subscription through the expiry time and other
required fields. If subscription or rule is invalid then a related
error SOAP response is sent to the subscriber. After verifica-
tion the subscription is added to the Subscription Manager. The
SOAP response envelope along with the Subscription Manager
endpoint reference is then send to the subscriber.

A Rule Evaluation component thread is started when the
first subscription is added to the Subscription Manager. It
invokes the methods of Data Manager to get the updated
context data and evaluates the rule. Beside this, the Rule
Evaluation component also checks the expiry date/time and no-
tification frequency value of the subscription before evaluating

1http://ksoap.objectweb.org/
2http://kxml.sourceforge.net/

it. On successful evaluation of the rule, it sets the notification
frequency of the subscription and passes the corresponding
subscription to the Notification Generator.

The Notification Generator deals with the <action> part
of the rule. It gets the current requested context information
and history from the Data Manager. It then prepares the context
notification and passes it with the list of all the notification
consumers of the subscription to the Notification Proxy.

VI. CONCLUSION

In this paper the concept and realization of a rule based
context dissemination middleware was discussed in relation to
the mobile web services. The context middleware will help the
application developers to easily implement the context-aware
applications for mobile devices.

The WS-Eventing [7] is implemented for the rule based
publish/subscribe context middleware. For information mon-
itoring, a rule language and notification XML Schema are
designed and developed. Furthermore, a common context data
structure is implemented that is used between the context
middleware and context-aware application.

With the increasing demand of context-aware mobile ap-
plications, such a middleware can be used to efficiently
develop mobile applications for highly heterogenous mobile
environments. Performance measurement and analysis of the
middleware on real devices is planned.
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