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Abstract

Context information is one of the most important
data coming from mobile devices to add a value for the
application execution.

This paper introduces a context dissemination mid-
dleware based on a mobile Web Services framework.
In a P2P environment, each context source/provider
offers services to other devices. A monitor service is
proposed which reduces the communication amount be-
tween devices and decreases the reaction time according
to context changes.

Moreover, to provide monitoring service of arbitrary
context information, a rule description (policy) lan-
guage has been designed. The paper presents an exem-
plary application in the health care domain to demon-
strate the use of the middleware. Additionally, the ap-
plication development process is described to point out
the strength of the middleware for application develop-
ers.

1 Introduction

Mobile Applications are applications on mobile de-
vices connected by mobile communication systems.
Enabling mobile applications to be aware of their con-
text (context aware applications), adds a tremendous
value to them, and added value for their users.

The advancements in distributed and ubiquitous
computing increased the interest of research communi-
ties towards context awareness. Within dynamic and
ad-hoc mobile environments, the applications running
on mobile devices are developed to be aware of their
context. The research is not only limited to mobile de-
vices, but also takes smart artifacts into consideration.

In [5], a research on how context awareness in mobile
devices can be facilitated is conducted. Specifically, the
research focus involves smart devices and artifacts that

put computing as their secondary purpose. Within this
research, a multi-sensor context-awareness approach is
proposed as an alternative towards context-aware mo-
bile devices. In this approach, a collection of diverse
and simple sensors have been used by replacing a single
powerful sensor, and later the context is derived from
multi-sensor data.

Efficiently routing the event notifications to the sub-
scriber is vital in context-aware systems when it comes
to mobile nodes. The work done in [6] focuses on an op-
timal construction of publish/subscribe tree for routing
the subscription messages in wireless and ad-hoc envi-
ronment where nodes cooperate to deliver events from
publisher to the subscribers.

These applications provide their clients a customized
and personalized behavior to better suit the needs of
the users and their tasks. The efficient realization of
such applications becomes challenging when the limited
resources of mobile systems and devices are taken un-
der consideration. Moreover, the development cost and
time increases due to involvement of two distinct kinds
of application developers; one which deals with various
sensor systems using different connectors and proto-
cols, the other that deals with communication proto-
cols and network programming.

Since the application developers seek enhanced pro-
gramming efficiency with a simplified environment, a
middleware framework is proposed and realized that
hides the complexity of the system and provides an
API to the application programmer. In general, the
middleware is a software layer between the communi-
cation protocols and applications as shown in figure 1.

The proposed middleware is based on the Service
Oriented Architecture (SOA) and is implemented us-
ing XML Web Services technologies for mobile devices.
One objective of the middleware is the minimization
of the communication load and the associated costs of
the service user. This paper focuses to provide flexible
automated monitoring of context information.
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Figure 1. Context Middleware from ISO/OSI reference model

2 Context-aware Applications

Context awareness enhances the application behav-
ior to be more customized and personalized for their
users. For such context aware applications running
on mobile devices, it is vital to deal with the dy-
namically changing environments and to efficiently ex-
ploit the context information within limited resources
of the device and mobile communication system. Con-
text information for an application is every thing that
could change the behavior of the application (see figure
2), like the location, user preferences, environment or
properties of connectivity [3].
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Figure 2. Context Information

The proposed middleware provide the base function-
alities for mobile devices to publish their context infor-
mation, and in addition subscribe to the context infor-
mation published by their mobile peers. The mobile

peers are able to send notifications to the subscribed
devices for context changes.

2.1 Context Dissemination

Context dissemination can be defined as to how con-
text data can be distributed among interested clients
from context sources (Context Providers). One method
is to collect the sensor data at a central database and
make it available to the interested clients (Context Re-
questors), or it can directly be published to the them.

Context dissemination is vital to enable context-
aware applications in a distributed environment and
requires various steps. First, the context raw data
is measured from the sensors. After interpreting and
structuring the data, the context objects have to be
disseminated all over the distributed system. It is pro-
posed in [4, 3] not to simply collect the context in-
formation coming from different devices at a central
context database, but to leave the responsibility of sav-
ing and interpreting the data to the context provider
itself. Mapping this Peer-to-Peer (P2P) approach to
SOA, each content provider offers services to other de-
vices.

In a context dissemination middleware a Monitor
service is proposed for each context provider. It re-
duces the communication amount between devices and
decreases the reaction time according to the context
changes. A content/rule-based publish/subscribe par-
adigm is adapted for the context dissemination mid-
dleware. Figure 3 illustrates the context dissemination
roles for this work.

The existing Web Services middleware [4, 3, 2] is
extended in order to enable the rule based observation
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(monitoring) of arbitrary context information conform-
ing to WS-Eventing [1]. To enable this approach, a
rule description (policy) language is designed and de-
veloped. The context information is structured using
XML Schema Document (XSD) and the rule descrip-
tions are able to reference this context information.
The communication between context requester and
context provider is realized by the publish/subscribe
paradigm.

2.2 Health-care application

The advantages of the proposed dissemination mid-
dleware are illustrated in an exemplary health-care
application. The application enables doctors to ob-
serve the medical data of their patients, like heart
rate/presure or blood sugar level without the neces-
sity of the user being in the proximity of the doctor.
In figure 4 a patient is equipped with various sensors,
like heartbeat sensor, blood-sugar sensor, attitude sen-
sor, GPS device and with mobile device. This device
acts as a database for the sensor data and provides the
logic and services to monitor the context data accord-
ing subscribed rules.

A health-care center application or the doctor him-
self can subscribe to the patient’s context with rules
which are adjusted to the patient’s clinical picture.
Thus, the health-care center or the doctor will be no-
tified, if a medical value or a combination of values are
critical. The threshold for a critical value is depen-
dent on the submitted rule. For instance, the doctor
can define a rule for a cardiac and diabetic patient as
follows.

If the heart rate is lower than 50 or greater than 120
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Figure 4. Example Health Care application

beats per minute and the patient is not in training, a
notification with parameters heart rate, blood pressure,
and location will be transmitted to the medical center.

They can react in terms of contacting the patient or
ordering an ambulance to the place of the patient.

If the blood sugar level falls below a value of 70 mg/dl
or exceeds 180 mg/dl a warning to the patient is given
with an advise depending on the current blood sugar
level. If the level is lower than 30 mg/dl or greater than
300 mg/dl a notification with the blood sugar level and
the position is sent out to the medical center.

This is only one example, but the rules could be
more complex including various medical data or com-
binations of these context data. The doctor can un-, or
resubscribe with new rules depending on the changed
state of health.

Not only health care applications can profit from
this middleware, also logistic, automotive, or consumer
applications could be enriched.

3 System Architecture

The context middleware architecture is based on the
SOA and uses Web Service technologies for realiza-
tion. The observation (monitoring) services consist of
service components which are based on WS-Eventing
[1]. These service components are Subscribe, Unsub-
scribe, GetStatus and Renew At the client side, prox-
ies of these services exist and the client can receive the
notifications through a notification service.

Figure 5 depicts the system architecture for distrib-
uted context devices. Initially, the context information
from sensors is collected in the local database. The
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application publishes the context information to the
broker and registers it to the context middleware of
each device. Then from either the central device or the
client, rules will be subscribed via Proxy and Observer
services to the devices. Notification is sent when a rule
is fulfilled via a notification proxy.

Figure 5. System Architecture for Distributed
Devices

3.1 Monitoring Service

The core element of this middleware is the Monitor
service. This service implements the publish-subscribe
context dissemination as introduced in the previous
sections. The published methods Subscribe and Un-
subsribe handle input and output messages. The No-
tification operation only sends out an output message.
All operations are connected by a Simple Object Access
Protocol (SOAP) port type to three bindings. The de-
fault binding is Hypertext Transfer Protocol (HTTP),
in addition, a User Datagram Protocol (UDP), and a
reliable UDP binding has been developed in order to
improve the performance of SOAP in mobile networks.
The explanation of these additional UDP bindings is
given in [2].

To realize this service, a rule parser, a rule evaluator,
the subscribe and un-subscribe methods, and a notifier
are necessary. The subscribe and un-subscribe meth-
ods will add or delete a new rule. The rule parser will
transform the serialized rule, in our case a specializa-
tion of the Extensible Markup Language (XML), into
a processable data object.

The mobile node offers and publishes a Monitor ser-
vice that provides two public methods Subscribe(Rule)
and Un-subscribe(RuleID). The subscription method
contains the rule which has to be evaluated. The un-
subscription method stops the evaluation of the rule
with the corresponding RuleID. The RuleID is assigned
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Figure 6. Context Middleware Architecture

by the mobile node after verifying the validity of the
rule and is returned back to the context requestor.

After the subscription, each incoming rule is parsed
and verified. If the rule syntax is valid, the subscribe
method returns an acknowledgment message to the
context requestor containing a unique RuleID, else an
error message is sent. A valid rule will be saved into a
list of rules. In a parallel process this list is sequently
evaluated by a RuleEvaluator. Each time the rule ap-
plies, a notification message with the event as parame-
ter is send to the context requestor.

The rules are defined in an platform independent
and XML based rule language that has been specifically
design for the middleware. The details about the rule
language are presented in section 3.2.

3.2 Rule Language

Since the clients subscribe the rule to the provider,
there is a need to find a standard rule language for
the subscription rule format. Due to the limitation
of the mobile devices a simple and more effective rule
language needs to be designed. Therefore, based on
the standard approach of XML Schemas, a rule lan-
guage has been designed that facilitates the clients to
easily generate the subscribe rule. Furthermore, the
designed rule language also provides the context mid-
dleware with a checkpoint to validate the subscribed
rule before any further processing takes place.

As depicted in the figure 7, the rule language has
a base element <rule>, which in turn contains two
main child elements Action <action> and Condition
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Figure 7. Rule Language

<condbase>.
Furthermore, the rule priority can be specified

within the rule by the <priority> element. With this
requirement, the rules can be evaluated based on their
priority. This requirement can be vital for critical ap-
plications.

3.2.1 <action> Element

Referring to figure 7, the <action> element in the rule
language represents the action which takes place when
some condition is fulfilled. It is defined as a com-
plex type in the rule language XML Schema. The
<action> element, in addition, has 4 child elements:
Notification frequency (<NotFreq>), Warning message
(<wMsg>), Priority (<priority>) and Send (<send>).

The <NotFreq> is of type positive integer and its
unit is evaluation frequency, that is, how many time
the rule shall be evaluated. The evaluation frequency
will be specified by the application and its value will be
published to the subscriber. The default value is set to
one. Within the rule langauge the warning messages
can be defined using the <wMsg> element to perform
preventive monitoring, that is, to alert the subscribed
client about any possible danger or deadline. In the
<priority> element, the subscriber specifies the pri-
ority of the rule. The possible values of the priority
element are “high”, “medium”, and “low”. Moreover,
the <send> element is used to specify the requested
context data and possibly its history. The subscriber

can request for one or more context datum. The his-
tory could vary in types e.g., of time or of quantity.

3.2.2 <condbase> Element

Depicted in figure 7, this element is used to specify
the conditional structure within the rule language. A
condition can be a simple condition or a complex con-
dition. A simple condition is a relational condition and
consists of two operands, <oprnd1> and <oprnd2>, ei-
ther of which can be a constant value, fuzzy value or
a context data parameter value. The <opr>, in addi-
tion is one relational operator that identifies the type
of comparison (<,>, =, !=, <=, >=).

A complex condition is formed by using simple con-
ditions as operands with logical operators i.e. AND or
OR. <condbase> can have a single condition (<cond>),
an AND or an OR logical operator, or it may have
a set of multiple conditions under the logical opera-
tors. A <cond> is evaluated to a boolean value. The
<condbase> element is evaluated from bottom to top.
If the <codebase> evaluates to true, then <action> is
performed.

In order to elaborate the notion, figure 8 depicts an
example of a subscribe rule.

4 Development Process

The main advantage of using XML Web Services
technology is the performance enhancement of the
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<rule id=‘‘1’’
xmlns:xsi=http://comnets.rwth-aachen.de/XMLSchema/ContextRule>
<action>

<notFrq>5</notFrq>
<wMsg>Please take care.</wMsg>
<priority>high</priority>
<send>

<contextData name="heartrate">
<history type="numbers">4</history>

</contextData>
<contextData name="bloodpressure">

<history type="seconds">600</history>
</contextData>
<contextData name="GPSLocation"/>

</send>
</action>
<condbase>

<and>
<or>

<cond>
<opr>greater</opr>
<oprnd1 type=‘‘object’’>heartrate</oprnd1>
<oprnd2>120</oprnd2>

</cond>
<cond>

<opr>lower</opr>
<oprnd1 type=‘‘object’’>heartrate</oprnd1>
<oprnd2>50</oprnd2>

</cond>
</or>

</and>
</condbase>

</rule>

Figure 8. Rule Language Example

development process within distributed applications.
Distributed applications rely on the definition of an ap-
plication layer protocol. This is often very complex and
error-prone. The application developers need knowl-
edge in protocols, communication networks and expe-
rience in developing application including the handling
of network devices.

By using Web Service technologies the programming
environment automates several processes. After writ-
ing a service which should be published, the service can
be automatically deployed on the target device and the
Web Service Description Language (WSDL) descrip-
tion is generated. At the client side, the application de-
veloper can search for published services and integrate
adequate service proxies into his application, regardless
of the used programming language. The proxy object
generation is as automated as the reverse process.

Using the Monitor service of our middleware, in ad-
dition, the generation of the rule can be automated,
since the XML schema definition allows to build a rule
object framework which will be initialized by the appli-
cation. The resulting rule object can be automatically
serialized into an XML document.

Recapulating, the whole development process can
be assisted by the programming environment, if XML
and Web Services support is enabled. Consequently,
application developers need only application domain

specific knowledge and no communication and IT spe-
cific knowledge in addition.

5 Conclusion

In this paper the concept of a context dissemination
middleware was discussed in relation to the mobile web
services. The context middleware will help the applica-
tion developers to easily implement the context-aware
applications for mobile devices.

The paper has presented a P2P context dissemina-
tion middleware for mobile systems. It is based on the
Publish-Subscribe paradigm and uses XML Web Ser-
vice technologies to be platform independent and easy
to use for application developers. The middleware has
been prototypically implemented for Java enabled mo-
bile phones, using the J2ME environment. In addition
to the developed Monitor service, a Web Services server
capabilities and a UDP Binding to SOAP has been de-
veloped in order to adapt the Web Services execution
to the mobile environment.
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