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ABSTRACT

The paper addresses two problems of Bluetooth which
arise in situations where a user device performs trans-
actions with a specific server device out of a number of
similar devices in the proximity, such as ticket ma-
chines or point-of-sales terminals. Firstly, the server
that a connection should be set up with, needs to be
uniquely identified and selected. Secondly, with the
current Bluetooth protocol specifications the connec-
tion setup may take a prohibitively long time. The pa-
per revisits the Bluetooth inquiry and page procedures
and their duration. We discuss two ways of uniquely
identifying the target device relying on manual user
interaction, and compare the times needed for connec-
tion establishment. We further propose to use a second
short-range communication medium, such as an inte-
grated infrared interface or an RFID transponder, to
facilitate the connection setup. This eliminates the
need for manual selection of the target device and fur-
ther speeds up the connection establishment.

1. INTRODUCTION

Bluetooth is a short-range radio interface in the 2.45
GHz frequency band that has been designed as a cable
replacement technology as well as for ad-hoc network-
ing between a multitude of stationary and portable el ec-
tronic devices [1]. Conceivable applications include
wireess connections of mobile phones to headsets or
laptop computers, short-range wireless local area net-
works, information and transaction services from local
access points and many others.

This paper addresses application scenarios where a
number of local servers, such as ticket or vending ma-
chines or point-of-sales terminals, offer information
and transaction services. For example, vending ma-
chines could accept payment for a drink via Bluetooth
from the customer’s mobile phone or Personal Digital
Assistant (PDA). Likewise, aticket machine could offer
information about departure schedules via Bluetooth
and sell dectronic transportation tickets. Or a customer
uses their mobile device to authorize payment at a
Bluetooth enabled cash register when checking out at a
store. Obvioudly, it is important in these scenarios that
the user can be sure they are communicating with the
right machine if there are several similar or identical
ones in the vicinity. Otherwise, they might be asked to
authorize payment for a purchase that someone else has
just made at another vending machine or cash register
nearby. Furthermore, such a mobile transaction system

is only useful if it is fast, i.e. not significantly slower
than conventional systems using cash, checks or credit
cards.

From atechnical point of view, this poses two chal-
lenges. Firstly, since the range of the Bluetooth radio
interface is around 10 m at 0 dBm (up to 100 m at +20
dBm), it is not unlikely that the user’s device may si-
multaneously be within radio range of several local
sarvers, e.g. ticket machines. The desired server needs
to be uniquely identified before any transaction can
take place. Secondly, connection establishment between
two Bluetooth devices that have no prior knowledge
about each other, takes 5.76 s in a typical case and as
much as 23 s in the worst case [1]. To this, the time
needed to actually perform the interactions and transac-
tions needs to be added. The long connection setup
time during which — from a user’s paint of view - noth-
ing is happening, would severdly degrade the useful-
ness and user acceptance of a Bluetooth based transac-
tion system. This paper discusses a number of ways
how these two issues — unambiguous target device iden-
tification and fast connection setup — can be resol ved.

Section 2 gives some background on how device
discovery and connection setup is handled according to
the current Bluetooth specifications and what durations
for connection establishment result. Section 3 proposes
solutions for unambiguous device identification that
only rely on Bluetooth as a communication medium. In
Section 4, it is shown how the use of a complementary
short-range communication medium such as Radio
Frequency ldentification (RFID) transponders or an
infrared interface, integrated into the same client de-
vice as the Bluetooth unit, can resolve both the ambigu-
ity and the connection setup time issues. A concluding
comparison of connection setup times is made in Sec-
tion 5. The findings of this paper are summarized in
Section 6.

2. DEVICE DISCOVERY AND CONNECTION SETUP
IN BLUETOOTH

In Bluetooth, the procedures “inquiry” and “page’ are
used in order to establish new connections [2]: Using
the inquiry procedure, a Bluetooth unit can discover
new devices within its range. The page procedure is
used to actually set up a connection with a previously
discovered device.

Two values are essential in these procedures. the
native clock and the device address. Each Bluetooth
unit has a free-running native clock with a clock rate of
3.2 kHz. Further, each unit is uniquely identified by a



48-bit Bluetooth Device Address (BD_ADDR) whose
addressing scheme is derived from the |IEEE 802 stan-
dard.

Any Bluetooth unit can act as a master or as a
sdave. The device initiating a connection to one or more
other devices by carrying out a page procedure and thus
establishing a “piconet” becomes the master for that
particular piconet. The timing and the frequency hop-
ping within that piconet are determined by the device
address and the internal clock of the master. Note that a
Bluetooth device can simultaneoudly be part of severa
piconets.

2.1 Inquiry

If a device wants to discover new devices within its
radio range, it needs to perform the “inquiry” proce-
dure. The Bluetooth specifications define 32 dedicated
hopping frequencies within the Bluetooth radio band.
These 32 frequencies are divided into two partial se-
guences of 16 frequencies each, the so-called “fre-
guency trains’ A and B. During a 10 ms interval, the
inquiring device sequentially transmits inquiry mes-
sages at al 16 frequencies of either train A or train B.
The respective frequency train is repeated 256 times,
i.e. for 2.56 s, then the other frequency train is used.
After another 2.56 s, the device switches back to the
first frequency train, and so forth. This is repeated for
at least 4 frequency trains, i.e. 10.24 s.

A device allowing itself to be discovered, performs
an “inquiry scan” at least every 2.56 s. It listens for
inquiry messages at one of the 32 hopping frequencies.
The phase within the sequence of hopping frequencies
is determined by the native clock of the device and
changes every 1.28 s. Once the device has detected an
inquiry message, it waits for a random interval of time
between 0 and 639.4 ms, and then starts transmitting
inquiry response messages at random times and at dif-
ferent frequencies if it continues to detect inquiry mes-
sages. The random time delay has been introduced in
order to minimize the risk of collisions between several
devices attempting to respond to an inquiry message at
the same frequency. The inquiry response message con-
tains the responding device' s address BD_ADDR, its
native clock and some other device information. The
message also indicates whether the device will continu-
ously scan for page messages (scan repetition mode
RO), or scan at least every 1.28 s (mode R1) or 2.56 s
(mode R2). It should be noted that an inquiry procedure
can be done either non-sdlectively, or selectively for a
specific class of Bluetooth devices.

The duration of an inquiry procedure depends on a
number of factors: It is increased by a factor of 2 or 3,
respectivey, if the inquiring device has to serve one or
two Synchronous Connection-Oriented (SCO) links
(using HV 3 packets) at the same time while performing
the inquiry procedure. The inquiry time may be in-
creased further in an error-prone environment, i.e. if
inquiry and inquiry response messages are not guaran-
teed to get through, or in the case of collisions between
two devices sending an inquiry response at the same
frequency and at the sametime.

For the remainder of this paper, it will be assumed
that no simultaneous SCO links need to be served, nei-

ther by the inquiring nor by the scanning device, no
collisions occur, and transmission is always error-free.
It needs to be remembered, though, that these are best
case conditions. Further, we assume in the following
that the inquired device operates in scan repetition
mode R1.

The maximum duration T; nax Of @n inquiry proce-
dureis 10.24 s as detailed above. To estimate a typical
duration T; of an inquiry procedure, we assume that
with equal likelihood the discovered device will detect
the inquiry either during its first or second inquiry
scan, depending on whether the frequency it listens at
is within the first or second frequency train of the in-
quiring device. The inquiry scan can occur at any time
(with uniform distribution) during the respective 2.56 s
interval, therefore its expectation is either 1.28 s or
3.84 s, i.e 2.56 sin average. To this we must add the
expectation of the time the discovered device waits un-
til it responds to the inquiry scan, which is0.64s/2 =
0.32 s. Thisyields an expectation for T; of 2.88 s under
very optimistic assumptions.

2.2 Page

Once a device has discovered one or more Bluetooth
units in its proximity, it may use the “page’ procedure
in order to actually set up a connection with these units.
Similarly to the inquiry procedure, the master transmits
page messages at 16 different hopping frequencies
(train A) during a 10 msinterval. This frequency train
is repeated a number of times, depending on the scan
repetition mode of the dave device. In mode RO, where
the dave is continuously scanning for page messages,
the frequency train does not need to be repeated. In
modes R1 and R2, the train needs to be repeated at
least 128 and 256 times, respectively, in order to ensure
that the slave will detect at least one of the page mes-
sages. After the repetitions, the master switches to fre-
guency train B.

The page message contains the BD_ADDR of the
dave device to be scanned, and the slave device listens
only to its own device address. Independent of the scan
repetition mode, the dave device switches the phase of
the scanning frequency every 1.28 s.

From the inquiry response message, the master will
usually have a reasonably good estimate of the dave's
native clock, unless along time has passed between the
inquiry and the page. Therefore, it chooses the fre-
guency train A in such a way that the estimated phase
of the hopping sequence (i.e. the frequency at which the
master expects the dave to scan) lies in the center of
the frequency train. Since the scanning frequency
changes every 1.28 s, the estimate of the dave's native
clock can be wrong by as much as approx. 10.24 s (= 8
x 1.28 s), and still the master can be sure that fre-
guency train A contains the frequency that the dave is
actualy listening at. Only if the estimate of the native
clock is completely wrong, or if the master does not
have any estimate, then the master may have to wait
until frequency train B before the dave responds to a
page message. Unlike the inquiry procedure, the dave
immediately responds to a page message that it receives
since the page message uniquely addresses a single
Bluetooth device, so that thereis no danger of collision.



Similarly to the inquiry procedure, the duration of
the setup procedure depends on a number of factors,
including error-free vs. error-prone transmission, num-
ber of simultaneous SCO links that the paging deviceis
serving and the scan repetition mode of the dave de-
vice.

Again assuming error-free transmission, no SCO
links, scan repetition mode R1 and a reasonable esti-
mate of the slave's native clock, the duration T, of the
paging procedure is uniformly distributed between 0 s
and 1.28 s, i.e. the expectation Ty e is 0.64 s and the
worst-case value Tpmax equals 1.28. With one and two
SCO links present, both the typical and the worst-case
value must be multiplied by 2 and 3, respectively.

Without any estimate of the dave's native clock, it
is equaly likely that the dave is listening at a fre-
guency within train A or train B. Therefore, the dura-
tion is uniformly distributed between 0 s and 2.56 s
(without SCO links), yielding an expectation of 2T e
=1.28 sand amaximum of 2Ty max = 2.56 s.

3. UNAMBIGUOUS DEVICE IDENTIFICATION US
ING BLUETOOTH ONLY

We first discuss ways of eliminating the ambiguity
problem using only Bluetooth as a communication me-
dium [3]. These methods al rely on a manual selection
of the desired target device by the user. It is assumed
that the physical machines the Bluetooth servers are
associated with, are visibly and uniquely labeled, eg.
by names or numbers. Then either a list of serversin
range to choose from is presented to the user on their
device, or dternatively the user manually enters the
desired server ID.

It should be noted that solutions have been pro-
posed that rely on measuring the strength of the re-
ceived Bluetooth signal in order to determine which
target device is the closest [4]. These approaches would
require modifications to the implementations of the
standard Bluetooth system. In an environment of multi-
path propagation and fading it is not guaranteed that
the strongest signal always corresponds to the closest
transmitter. Further, different devices may transmit at
different levels. Therefore, unless al Bluetooth servers
are coordinated in such away that their transmit signal
strengths are always identical, the physical distance of
the transmitter cannot be concluded from the level of
the recelved signal.

3.1 Standalone Solution

In the standalone scenario, there is no connection be-
tween the different servers. The user’s device performs
an inquiry procedure to discover al servers in range
and then executes a separate page procedure for each
server that is in range. Upon successful connection
setup, it requests a (human-readable) device description
from each server. Note that the connections to all serv-
ers are kept up until the user has made their selection,
so that no additional page procedure is required. Blue-
tooth supports connections with up to seven daves in
active mode. This number can be increased, however,
by setting the dave devices into park mode. Parked
devices can be reactivated very quickly (2 ms approx.),
so that there is virtually no additional loss of time.

The time between the start of the inquiry procedure
and alist of all available servers being available for the
user is Ti max + NTp Where n denotes the number of serv-
ers within range. The time for the inquiry procedurein
this case is T; max because the inquiring device does not
know how many inquiry responses to expect. It there-
fore has to wait for the maximum possible inquiry time
to be surethat it has not missed any responses.

Note that it is possible to slightly speed up the con-
nection establishment by aways displaying a list of
devices to the user that have already been successfully
paged. As soon as the user sees the desired server on
thislist, they can sdlect it and the remaining devices do
not need to be paged any more.

3.2 Name Server Solution

In this scenario, each server has access to information
about all other serversin the vicinity. For example, in a
cluster with ten vending machines, each one has access
to a list of al ten machines, including their human-
readable device information and their Bluetooth device
addresses BD_ADDR. This information can be either
retrieved from a central name server, or can be repli-
cated in a peer-to-peer network among all servers. The
sarvers (and name server, if applicable) can ether
communicate via a separate piconet in Bluetooth, or via
a different communication medium, such as an
Ethernet LAN.

The user’'s device performs an inquiry procedure
which can be aborted as soon as any one device of the
suitable class has responded. It then pages this device
and requests a list of available servers from it. As soon
as the user has made their choice, it pages the sdlected
device whose BD_ADDR it knows from the list. Note
that for this page procedure the master device has no
knowledge of the dave's native clock. Of course, it is
also conceivable that all servers coarsely keep track of
each other’s native clocks by periodically exchanging
clock information via Bluetooth or viaawired LAN.

In this case the connection setup takes T; + 3T,
(without clock synchronization) or T; + 2T, (with clock
synchronization) independent of the number of servers
where T, denotes the time actually needed for the in-
quiry procedure. It may be less than the maximum time
Ti max SiNCe the inquiry can be aborted as soon as any
server has responded.

Clearly, this solution is preferable over the stand-
alone scenario in terms of connection setup time. One
drawback istheincreased complexity of the servers that
need to keep track of a server list, either by replicating
the list or by accessing a name server. Another issue is
that it is not guaranteed that the selected target device
actually is within radio range of the user’s device. This
is unlikely though, because the desired server is typi-
caly the one closest to the user and should be more
likely to be within radio range than the others.

4. UNAMBIGUOUS DEVICE IDENTIFICATION US
ING A SECOND SHORT-RANGE COMMUNICATION
MEDIUM

The above proposals solve the problem of uniquely
identifying a Bluetooth server within a cluster of simi-
lar machines. The second proposal in addition signifi-



cantly speeds up the connection setup time by eliminat-
ing the need to page al devices within range and by
aborting the inquiry procedure as soon as any device
has responded, thus reducing the inquiry time.

However, both solutions rely on inconvenient man-
ual interaction by the user. Also, connection establish-
ment even in the second proposal may still require a
prohibitively long time.

In order to completely avoid any manual interaction
and to further accelerate connection setup, we propose
to use a second short-range communication medium
[3], independent of Bluetooth, for example an infrared
interface or an RFID transponder. Both on the client
and on the server side, this second interface, i.e. infra-
red interface, RFID transponder or reader, isintegrated
into the same physical device as the Bluetooth unit. Itis
only used to facilitate the unique identification of the
desired server and the fast setup of a Bluetooth connec-
tion. The actual data interchange and transactions are
still performed via the Bluetooth link. Obvioudly, the
second communication medium needs to have a signifi-
cantly shorter range than Bluetooth (< 1 m) and/or a
requirement for a line-of-sight between the two devices.
By this means, it is ensured that there is no ambiguity
problem: the user’s device can only communicate with
a single server device which is the closest one and/or
the one within line-of-sight. Further, connection setup
needs to be significantly faster than in Bluetooth.

Via this second communication medium, the server
device communicates its Bluetooth device address as
well as a human readable device description to the
user’s device. The user’s device therefore does not need
to carry out an inquiry procedure and can immediately
page the server Bluetooth unit in order to set up a con-
nection. Unless the native clocks of the two Bluetooth
devices are also synchronized via this second commu-
nication medium, the connection setup will take 2T,.

Note that the actual communication between the
two devices is envisoned to be performed only via
Bluetooth. A connection using the second communica-
tion medium, if one has been established at all, does
not need to be kept up, nor do any restrictions apply
regarding range or line-of-sight once the Bluetooth
connection has been set up.

4.1 Combination with IrDA

The Infrared Data Association (IrDA) has defined a set
of protocols for infrared light communications with a
range of up to 10 m, requiring a line-of-sight between
transmitter and receiver. In particular the IrDA IrMC
specification [5] defines the rules for utilization of in-
frared communication in wireess communications
equipment, such as mobile phones, PDA’s, pagers and
notebook computers. Typical ranges are up to 20 cm
(IrMC to IrMC) or up to 30 cm (IrMC to standard
IrDA). Due to these short ranges and the line-of-sight
requirement, IrMC iswell suited to eiminate the ambi-
guity problem with Bluetooth. During connection setup,
the user needs to point their device directly at the target
server device with a short distance. Note, however, that
once the connection establishment has taken place, the
user is free to move within the much larger range of the
Bluetooth communications.

IrOBEX [6] isavery lean session level protocol and
application framework which is part of — but not con-
fined to — the IrDA protocol family. It has also been
adopted by the Bluetooth Special Interest Group as part
of the Bluetooth protocol family. OBEX supports both
connectionless and connection-oriented transfer of “ob-
jects’ of any kind between two devices.

OBEX can operate either on top of the“Tiny Trans-
port Protocol” (TinyTP) or on top of the “Ultra’ trans-
port protocol [7], which are both part of the IrDA
protocol family. If it is used on top of TinyTP, then
similar problems as in Bluetooth occur: the device
wishing to set up a connection needs to find out the
device address of the target device. Therefore, a discov-
ery procedure (a service of the IrDA Serid Infrared
Link Access Protocol IrTLAP, below TinyTP) needs to
be carried out. This can take similarly long as a Blue-
tooth inquiry (in lab experiments with a laptop com-
puter and a PDA we have found it to take around 6 s).

Ultraiis an extremely lightweight transport protocol
which offers neither discovery, sniffing or connection-
oriented services nor reliable data transport or device
addressing. These limitations, however, make it very
simple to implement and very fast. The only OBEX
mechanism available over Ultra is the OBEX PUT
command that allows to push a single object of no more
than 255 bytes from one device to ancther. No connec-
tion between the two devices is being established and
no device sdection via addressing is performed, i.e.
every device within IrDA range will receive the pushed
object. Since data transport is not reliable, it must be
verified by out-of-band mechanisms, eg. a beep or
message box on the receiving device, that the object has
been successfully received.

Due to its speed and ease of implementation, we
propose to use OBEX over Ultra to transfer a
BD_ADDR between the two Bluetooth devices. The
time required for the Bluetooth connection setup is then
2T, (without Bluetooth clock synchronization), plus the
time for the OBEX object transfer (several 100 ms)
which is much lower than the Bluetooth paging time.
Two solutions are conceivable: (a) The user’s device
pushes its BD_ADDR to the Bluetooth server upon
initiation by the user, eg. by pushing a button. The
Bluetooth server then pages the user’s device via Blue-
tooth. (b) The Bluetooth server periodically pushes out
its BD_ADDR. As soon as a user device comes within
IrDA range and receives the address, it pages the Blue-
tooth server. If the transmission of the BD_ADDR is
repeated very fast, there should amost no time delay.
The second solution has the advantage that no user
interaction is required.

4.2 Combination with RFID Tags

Radio Frequency Identification (RFID) stands for a
broad range of technologies for identifying physical
objects using RF communication between a reader in
the proximity of the object and a “transponder” or
“RFID tag” on the object itself [8]. Typicaly, a trans-
ponder consists of a single integrated circuit and an
external antenna. “Passive’ transponders are available
that do not require a battery or other power source, but
utilize the power from the eectromagnetic field of the



reader to charge a small capacitor. The capacitor is
then discharged in order to send a short response signa
to the reader. RFID solutions operate at a broad range
of radio frequencies, from 60 kHz all the way to 5.8
GHz, depending on the application. Ranges are typi-
caly between a few cm and some meters. Depending
on the frequency, line-of-sight between the reader an-
tenna and the transponder may or may not be required.
RFID tags can typically store small pieces of informa-
tion (some bits up to a few kbit), such as an identifica-
tion code for the object.

For the scenario considered in this paper, we pro-
pose to attach a passive transponder to the user’s mo-
bile device which stores the BD_ADDR of the Blue-
tooth unit in the user’s device. An RFID reader should
be integrated into the target device, eg. vending ma-
chine. Obvioudly, the RFID reader should operate out-
side the 2.45 GHz ISM band lest the Bluetooth and
RFID systems interfere with each other. Since typical
passive RFID systems have ranges of some 10 cm ap-
proximately, the user needs to bring their device in
close proximity to the target device in order to establish
a connection. Once the RFID reader in the target device
has been able to read the transponder, it pages the
Bluetooth unit of the user’s device whose BD_ADDR it
knows from the RFID tag. The time required, again, is
2T, since no Bluetooth clock synchronization takes
place. The time for reading the transponder is much
lower than the Bluetooth paging time — typicaly in the
range between 10 ms and 100 ms.

This proposal solves both the unique identification
problem and drastically reduces the connection setup
time. It must be noted, however, that it adds costs and
complexity to the system. While the costs for simple
passive transponders are rather low today (less than
$1), the costs for the reader infrastructure in the target
devices may not be negligible.

5. COMPARISON OF CONNECTION SETUP TIMES

As detailed above, the actual connection setup times for
each of the considered methods depend on a number of
assumptions, e.g. the scan repetition mode of the target
devices, the likdihood of transmission errors, clock
synchronization, the delays caused by IrDA or RFID
systems, etc. However, trends and orders of magnitudes
can be indicated that allow a comparison between the
three considered systems. Table 1 summarized the con-
nection setup times based on the assumptions stated in
the text above. For each method, a worst case and a
best case value are given, as well as a “typical” value

sandalone worst case 10.24 +n1.28
typical case | 10.24 +n0.64
Bluetooth
best case 10.24
Bluetooth with ‘t"’offalcase 1‘;88
name server ypical case -
best case 0.00
Bluetooth with ‘t"’offalcase igg
IrDA or RFID | WPcacae | -
best case 0.50

Table 1: Connection setup timesin sfor the three sys-
tems. n isthe number of taraet devices within ranoe.

which is essentially the expectation under the discussed
typical assumptions. We have further assumed that the
IrDA or RFID communication cycle requires 500 ms
which isarather pessimistic assumption.

6. SUMMARY AND CONCLUSIONS

We have considered application scenarios for Bluetooth
where a user device communicates and performs trans-
actions with a target device such as aticket or vending
machine or point-of-sales terminal. Challenges for this
type of applications are the long inquiry and page time
in Bluetooth as well as the unique identification of the
right target device among a cluster of smilar or identi-
cal target devices within Bluetooth range.

We have shown that solutions relying on Bluetooth
only as a communication medium aways require a
manual selection of the target device by the user. Also,
connection setup times can be prohibitively long. They
can be reduced by introducing a name server or direc-
tory service that all server devices have access to. Fur-
ther, when using a name server, the connection setup
times become independent of the number of devices
within range.

We have then proposed to utilize a second commu-
nication medium, integrated into the same client device
as the Bluetooth unit, to facilitate the connection estab-
lishment. While this obvioudly adds costs and complex-
ity to the system, it eliminates the need for manual se-
lection of the target device and accelerates the Blue-
tooth connection setup time to a reasonable leve
(approx. 3 s max., 1.5 stypical). As two examples, we
have shown how this can be implemented using infra-
red communication or RFID transponders.
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